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Abstract
This paper deals with the seemingly unending balancing act of privacy versus security.
To highlight this issue, the topic of discussion is the USA PATRIOT Act and the 9/11
background leading to its passage. Also, covered in the introduction is the state and apparatus of
the U.S. intelligence community pre-9/11. As for the specifics of the law, this paper explores
Section 213, dealing with the nature of warrants and their changing use in the fight against
terrorism, Section 214, regarding wiretaps, including everything from the purpose of the device
to the use of warrants to employ them, and finally Section 215, which is arguably the most
controversial section of the law that outlines how the U.S. intelligence community uses secret
dragnet procedures and programs to spy on unsuspecting U.S. citizens in an effort to collect
telecommunications metadata. After the discussion about these sections of the law, the paper
highlights the current development of revisions made to the law through the passage of the USA
FREEDOM Act, which heeds the call for privacy reform, but does not truly fix the problem.
Lastly, this paper offers a Christian worldview interpretation of what the Bible has to say about
proper governance and what John Locke, arguably the most influential mind that helped form
America’s founding, might have to say on the issue.
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Introduction
September 11, 2001 is a date that has been burned into the memories of every American.
The nature of our nation was changed in an instant the moment that four commercial airplanes
were hijacked and used as missiles against American civilians and military personnel in New
York, Virginia, and Pennsylvania. Nearly 3,000 Americans perished, and the Twin Towers of
the World Trade Center in downtown Manhattan were toppled. That day there were at least
these two questions on everyone’s mind: who has done this, and how do we stop it from
happening again?
Before 9/11, America had never known a mainland attack on civilians of that magnitude
in history. The United States’ intelligence community was still stuck in a Cold War mentality,
meaning it was focused on state actors rather than rogue extremist groups.2 The federal creation
of FISA in 1978, standing for the Federal Intelligence Surveillance Act, was the legal
groundwork for intelligence collection regarding foreign adversaries to the U.S. The Act itself
gave intelligence agencies like the CIA and NSA tools to spy on, locate, and prosecute potential
threats to the national security of the U.S. In the words of Senator Patrick Leahy (D-VT) from
the Senate Committee on the Judiciary:
This law set up a secret court to review government applications to conduct secret
wiretaps and searches inside the United States for the purpose of collecting foreign
intelligence information to help protect this nation's national security. FISA was
originally enacted in the 1970s to curb widespread abuses by both Presidents and former
FBI officials of bugging and wiretapping Americans without any judicial warrant--based
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on the Executive Branch's unilateral determination that national security justified that
surveillance.3
While FISA was a good start and appeared to meet the needs of the U.S. from the 1970s into the
1990s, after the attacks, it became increasingly obvious that the U.S. government had failed in its
role as promoter of the general welfare and protector of the peace.4 Drastic changes were
required to meet this catastrophe, and those changes had to start on American soil. It was
deemed necessary that if the U.S. was ever going to right this evil and prevent something similar
or worse from ever happening on U.S. soil again, it had to arm itself with intelligence to fight
this new enemy.
The tools America agreed it needed were soon to be found in the USA PATRIOT Act.
This law, which stands for Uniting and Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism, was passed in October of 2001 and it was the
justification America needed to give the intelligence community resources to expand its
operations.5 Once again, Senator Leahy said, “In the USA PATRIOT Act, we sought to make
FISA a more effective tool to protect our national security…”6 On the same Senate Committee
on the Judiciary, Senator Hatch (R-UT) said,
After last year's tragic attack on September 11th, the [Bush] administration and Congress
worked together to enact the PATRIOT Act. This is a broad package of measures that
provided law enforcement and the intelligence communities with the necessary tools to
fight terrorism worldwide and, of course, protect our country. These reforms were critical
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to enhance our government's ability to detect and prevent terrorist attacks from occurring
again…One of the most significant issues addressed by the PATRIOT Act was the lack
of effective coordination between intelligence and criminal investigations.
With the speedy passage of this law that vastly broadened the horizon of governmental
investigative powers, some agencies, activist groups, and media outlets were worried about how
the telecommunications privacy of Americans was being handled and protected.
This was a new age of warfare, one that did not have a defined battlefield, but that could
pop up at any moment anywhere. Therefore, now everything had to be tracked: phone calls,
emails, bank accounts, etc. all in an effort to catch suspected terrorists to prevent another national
crisis like 9/11. However, due to the unpredictable nature of the new fight facing America,
boundaries of privacy, once enshrined in American freedom and individualism, were being
crossed. Fourth Amendment protections of searches and seizures with warrants were beginning
to enter the crosshairs of the American intelligence community. The thought was that if potential
enemies were tipped off that they were being investigated, or spied on, then their illegal
operations might go underground and be all that much more difficult to investigate. To prevent
such a tipoff, the intelligence community now had governmental provision and approval through
the USA PATRIOT Act to increase its surveillance techniques in ways that degraded the right of
every American to be left alone from its government, or in other words, to possess privacy.
As will be discussed later in this paper, the massive privacy overreaches that were made
by the intelligence community and sanctioned for by the USA PATRIOT Act have come to be
known to the American people from the release of classified information from an ex-CIA and exNSA agent named Edward Snowden. Once Snowden made known that the U.S. intelligence
community was an apparatus of unimaginable proportions to the average citizen, the gates of
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controversy over the USA PATRIOT Act that sparked privacy fears were flung open wide.
Whether history shall deem Snowden a hero or a traitor, such a discussion is out of the scope of
this paper. However, the fact of the matter is that the intelligence apparatus and the precedent
for the implementation of it still exists no matter what legislation is passed or what political party
is elected to power. Speaking to the scope of this paper, multiple books and articles have been
written on this issue of privacy versus security, however, this work only covers a minute section
of telecommunications privacy affected by the USA PATRIOT Act. Furthermore, due to the
limits of this research, the Christian-worldview/ethical section of the paper offers merely a
passing glance at deeper theological and governance issues. With that being said, the two main
research questions that this paper addresses are: Do Sections 213-215 of the USA PATRIOT Act
violate the privacy rights of U.S. citizens, and, if so, can those rights be regained? As the
following case will be made, the USA PATRIOT Act did overstep and violate U.S. citizens’
privacy rights, and once lawmakers decide that certain privacy rights and concerns must be
surrendered by the American people in a time of a national emergency, it is extremely difficult, if
not impossible, to reinstate the full institution of those privacy rights again.

Literature Review
As mentioned above, several non-government agencies, activist groups, and individuals
have published their take on the seemingly perennial debate of privacy versus security, thus the
literature is extensive. However, one aspect of such publications about 21st century privacy in
America that appears to be consistent is the inclusion of the USA PATRIOT Act in the
discussion. With the passage of this bill, the federal government extended its investigative
powers in the hopes of defending the nation. Knowing that more security would make some
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lawmakers and Americans nervous about the sovereignty of their rights, it was touted at the time
that this act would be able to both provide for the needs of national security, while
simultaneously protecting the privacy of American citizens.7
In recent years, much political and social turmoil has surrounded this conversation of
privacy versus security, especially given the developments of NSA mass data cache collecting
discovered from leaked documents from within the NSA by Edward Snowden, that will be
addressed later in this paper.8 As far as the literature goes on this topic, specifically narrowed to
the USA PATRIOT Act, most of the media complex in America appears to be against the
extended parameters of government surveillance sanctioned for by the Act. Two of the most
important news giants, the New York Times and NBC, both were eager to broadcast publications
about the fears and shortcomings of the law and actions taken by America’s intelligence
community in light of it. Specifically, in 2005, the New York Times put out an article blasting
the George W. Bush Administration and revealing to the American people that the NSA was
partaking in the mass data collecting of U.S. citizens’ phone records without warrants or needed
judicial review.9 Following this release by the New York Times several years later, NBC
broadcasted the reform of the USA PATRIOT Act when former U.S. President Barack Obama
signed into law the USA FREEDOM Act, which will be addressed later in this paper.10
Aside from these two media giants flexing their influence as opponents of the USA
PATRIOT Act, other agencies and collectives, political in nature, sounded their disapproval.
One such agency is the ACLU (American Civil Liberties Union). This organization, classified as
a nonprofit organization, famous for its litigation in the Supreme Court and its lobbying of U.S.
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lawmakers, stood adamantly opposed to the passage of the USA PATRIOT Act because in its
view, the law minimized the effectiveness of the Fourth Amendment to the U.S. Constitution,
and it violated the basic right of privacy for every American by allowing the federal government
unprecedented access to individuals’ records, from emails to bank statements to phone calls, all
without a warrant or at least a legitimate one.11 Even though the ACLU arguably is one of the
most vocal opponents to the Act, it by no means stands alone. Also standing opposed to the
passage and implementation of the Act is the Electronic Privacy Information Center (EPIC), an
issue-based lobbying group, responsible for authoring amicus curiae briefs and lobbying agendas
all relating to privacy. According to EPIC, the USA PATRIOT Act’s claims of adequate
government oversight and checks and balances are not nearly effective enough to protect
American citizens’ right to privacy.12
With all of these high-profile critics taking their arguments, viewpoints, and findings to
the people through mass publication, at first glance it might seem like there is little to no support
for the USA PATRIOT Act, which was predicated on the need for looking out for the safety and
security of the American people. However, the Act is not without its supporters. The most
obvious supporters of the Act were/are government entities, such as the Department of Justice,
Congress, and the State Department. All of these institutions saw the Act as necessary given the
scope and destruction of the 9/11 terrorist attacks. In their eyes, this attack ushered in a new
wave of warfare; this attack was no Pearl Harbor, which targeted military installations. Rather,
this attack was performed against soft targets, meaning civilians and non-military personnel and
infrastructure, in the hopes that it would inspire fear in the masses. Even President George W.
Bush, in his September 20th address to a joint session of Congress, admitted that this enemy was

11
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not a contemporary one for the United States; the men who created and executed these attacks,
and the terrorist network who supported them, were the rumblings of an enemy who does not
fight like modern armies, does not differentiate between civilians and military, and does not
present conduct worthy to be called honorable. Admittedly, this fight, the War on Terror as it
would come to be called, would be a long, costly, and arduous one.13
To fight this unconventional enemy required unconventional tactics. Thus, when the
USA PATRIOT Act was drafted in 2001 to expand the surveillance tactics of the U.S.
intelligence community, it was backed by lawmakers with the bill passing in favor in the House
of Representatives by 357 votes to 66 and in the Senate 98 to 1.14 Security became the highest
commodity. Coming from a place of recognized failure on the part of the federal government to
protect American citizens on that fateful September day, the government supported the
expansionist agenda of the Act.15 Aside from governmental support, the Act was also favored by
the popular conservative-leaning think tank Heritage Foundation. The Heritage Foundation
defended the Act upon its creation and on the arrival of its renewal dates. Heritage argued that
the Act had internal and external safeguards that provided for security and individual protection
of privacy, but most of all, that the Act was needed to protect national security.16
Of course, given the polarizing issue of privacy versus security, there were some
institutions dedicated to attempting to solely present the facts of the Act and the stance of each
side, both for and against the Act. These types of publications centered mostly around higher
education sources or issue-based research institutions. For instance, the University of
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Connecticut’s publication UConn Today published an article from its law school division entitled
Privacy, Security, and The Legacy of 9/11. In this article, the author attempts to address the
privacy concerns of legislation passed in retrospect of the 9/11 terrorist attack. Due to its
question and answer format, the publication takes the stance of merely informing its readers, not
taking a side.17 Joining this middle-of-the-road stance, attempting to stay mostly objective solely
by presenting facts is a research institution called the Center for Strategic and International
Studies. This source published an article discussing the controversy of Section 215 of the USA
PATRIOT, which will be discussed later in this paper. It references the issue some Americans
have with the collection of telephony metadata, and then presents factual statistics to allow for
the reader to decide for themselves if the law is truly a breach of privacy or not.18
As mentioned above, this issue of the balance between privacy versus security appears to
present itself in increasing measure throughout the history of the United States. One can look
back at the invention of wiretaps in the 1920s and 30s, anti-communist suspicions throughout the
50s and into the 80s, and now the authorization of metadata collecting through the internet and
phone services due to 9/11 and they can see that at punctuated times, the scales of privacy and
security have tipped to one extreme or the other. Arguably, all of these times, including the time
of the passage of the USA PATRIOT Act, have been in times of national emergencies.
However, as admitted to by President Bush, this national emergency of terrorist aggression and
threats, is a long and strenuous one. However, is the United States truly still in danger of
terrorist cells that have collectively declared death to America? The United States is coming up
on the 18th anniversary of 9/11, and there are still military troops in Afghanistan. This War on
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Terror has been America’s longest fight to date. Are we safe? Are our rights safe? The U.S.
government was created in part to help protect its citizens, both from foreign and domestic
enemies. But, who will protect Americans from their government? Has the government
overstepped the safeguards all in the name of national security? When does security bow to
privacy, and has the USA PATRIOT Act made privacy in this version of 21st century warfare a
myth? Some might argue that this conclusion is a bit far fetched. However, if it is okay to
surrender certain rights or the extent of some liberties in the time of a national crisis, when and
how do we decide that it is time for those suspended rights to return in full measure? Can those
suspended rights come back?
I am arguing that no matter which source you look at, either those that are in favor of the
USA PATRIOT Act or those against it, the one thing that they all have in common is the
realization that in the aftermath of the terrorist attacks committed on 9/11, the nature of privacy
looks different then it did before. I argue in this paper that the idea and extent of the right to
privacy possessed by American citizens was irreversibly changed through the creation and
passage of the USA PATRIOT Act; the American people will never again know a government
who will not try to argue the need to push the bounds of privacy intrusion for the sake of national
security.
If it is true, that this ideal of privacy, that many organizations in the higher spheres of
influence in American culture have argued has been tainted through the passage of the USA
PATRIOT Act, is truly irredeemable, then it is arguable that the very definition of what the
American Dream means has changed. To be the beacon of democracy, economic thriving,
freedom and justice that America has claimed to be for nearly three centuries now, Americans
must come to grips with the fact that they live in a different state now; a state that trusts no one.
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Americans must realize that not only does freedom come at a cost, but so does peace. In the
famous movie Enemy of the State, which entertains viewers with thoughts of government
conspiracies over intrastate spying and assassination cover-up, one of the main characters has a
quote that characterizes the government that directs the America that exists today: “Now we are
fighting the peace, and it is much more volatile.”19 One could argue that if this peace which
requires enhanced governmental intrusion is the end result of what it means to have security in
the world, then has the terrorist won? If the goal of the terrorist is to inspire fear that leads to
inaction, is it not in their best interest to have a people's own government perpetuate this fear
through spying and killing the boldness that is needed to have the freedom of privacy? We shall
see.
The Controversy Begins – Section 213
“A person has the right to determine what sort of information about them is collected and
how that information is used.” – Tim Sharp20
The USA PATRIOT Act was obviously seen as necessary for the U.S. to defend the
homeland against terrorism, in both foreign and domestic forms. However, virtually from the
outset of its passage, the law had its dissenters. The dissensions arose mostly around concerns of
privacy, namely those dealing with property and telecommunications data. There are four main
sections of the law that appeared to violate the sanctity of privacy, which Merriam Webster
defines as, “the quality or state of being apart from company or observation.”21 The first section
of the Act that the enemies of the law zeroed in on was Section 213.

19
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Section 213 of the USA PATRIOT Act, also known as the “Sneak and Peek” section,
mostly handles the topic of search warrants for investigations related to potential acts of
terrorism.22 The ACLU interprets the section as such:
“[This section] would allow law enforcement agencies to delay giving notice when they
conduct a search. This means that the government could enter a house, apartment or
office with a search warrant when the occupant was away, search through [a person’s]
property and take photographs, and in some cases seize physical property and electronic
communications, and not tell [that person] until later. This provision would mark a
[drastic] change in the way search warrants are executed in the United States.”23
The basics of this section of the law are targeted toward the idea mentioned earlier that U.S.
intelligence service agencies, in investigating potential terrorist threats, did not want to tip off
those they were investigating for fear that they would take their illegal operations underground
and be all the more difficult to find and potentially stop. The problem with these delayed
warrants, is that, unlike typical warrants, they are detached from a third party that looks over the
limits and provisions of the warrant in order to issue them, i.e. a magistrate. These delayed
warrants are only approved by such a magistrate after they are served and thus, the searching
authorities have greater license to expand the items and area being searched and potentially
seized.
Aside from the broad nature of these delayed warrants, some argue that they also defy the
Fourth Amendment of the U.S. Constitution. This Amendment protects U.S. citizens from
unreasonable searches and seizures conducted without warrants. Also, this Amendment was
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included in the list of Amendments that Supreme Court Justice William Douglas ruled as relating
to the right to privacy.24 The Supreme Court ruled that prior notice to the addressee of a warrant
was a cornerstone of the Fourth Amendment.25 Even though this has been the ruling of the
highest Court in the nation, the Executive Branch still must enforce such a ruling, and at times
throughout the glory years of the USA PATRIOT Act, it has not. Realistically, it is more
practical to have intelligence agencies ask for forgiveness rather than to have them ask for
permission. Because the USA PATRIOT Act was the law of the land, these intelligence
agencies had both permission and forgiveness. One nuance that did set this “Sneak and Peek”
Section apart from the other sections of the Act is that it was a permanent fixture in the law and
did not contain a sunset provision, meaning it did not have to been individually renewed upon a
certain expiration date set forth by the law upon its passage.26
However, the government argues for the constitutionality of the use of the tactic of
delayed warrants. It argues that the notification of the service of the warrant still exists, but it is
given after the search and/or seizure is complete. Furthermore, the government defends its use
of delayed warrants by resorting to a historical argument, saying that these types of warrants
have been used successfully in the past to catch those participating in child pornography,
organized crime, and drug cases.27 Where the government makes a compelling argument that
there are safety –nets built into the law for these very reasons, its arguments do not seem to
concern the threat of governmental overreach when the Fourth Amendment’s original context is
applied to the jurisprudence of issues involving warrants and searches.

24

Oyez. “Griswold v. Connecticut.”
ACLU. “How the USA-Patriot Act Expands Law Enforcement ‘Sneak and Peek’ Warrants.”
26
ACLU. “How the USA-Patriot Act Expands Law Enforcement ‘Sneak and Peek’ Warrants.”
27
“USA Patriot Act Myth vs Reality .” Preserving Life & Liberty Dispelling the Myths
25

Hennigan 15
With this precedent in place, the integrity of the Fourth Amendment comes into question.
This is just one instance within the spotlight of the USA PATRIOT Act where the lawmakers
have empowered the government to decide when the right to privacy, such as in the case of not
being notified of the service of a warrant, needs to be surrendered for the preservation of national
security. This blatant disregard for the supremacy of the Constitution blazes a dangerous path
for future lawmakers to suspend the founding principles of American identity that Americans
hold so dear. Is security purchased at the price of the loss of privacy and individualism worth
having in the first place? Should the American people accept that their Constitution and the
actions of their government do not coincide? I would argue that where it is absolutely imperative
to provide for national defense for the protection of the American people, it should not mean
demeaning our values and the cornerstones of our identity. If the intelligence agencies are
nervous about losing track of their suspects because their asking for a warrant may tip off the
suspects and cause them to make their dealings more covert, then I believe that the duty is on the
American government to adapt to meet the challenge, not settle for the sacrificing of American
citizens’ privacy.
The government took ownership when it failed to prevent 9/11, but now it is punishing
the people by surrendering parts of their freedoms all to perform its own job of providing
security. If the United States truly is the land of the free and home of the brave and the best
country in the world as its leaders claim, then it cannot continue to bend its convictions to offer
mediocre versions of the rights and freedoms that it touts and attempts to spread around the
world. If America is the exceptional pacesetter it has been made out to be, then the lawmakers
need to harness that American ingenuity to rise and meet the challenge of providing safety while
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simultaneously vigorously defending in full measure the liberties and freedoms its people are
entitled to.
Trap and Trace – Section 214
If the right to privacy means anything, it is the right of the individual, married or
single, to be free from unwarranted governmental intrusion.” - William J. Brennan28
Section 214 of the Act, otherwise known as the “Trap and Trace” Section, mostly regards
the use of wiretaps. It has long been known that with the introduction of new technology, laws
and procedures for collecting evidence have had to change to accommodate such new societal
norms. Wiretapping is one such phenomenon. There have been several Supreme Court cases
regarding the constitutional use and procedures of wiretapping in criminal investigations, but this
section of the USA PATRIOT Act made the complexity of wiretapping a broader, more national
and popular issue.
This section amends the FISA Act in relation to what are called pen registers and trap and
trace devices. When looking at the United States Code, Cornell Law School defines a pen
register as such: “[A] device or process which records or decodes dialing, routing, addressing, or
signaling information transmitted by an instrument or facility from which a wire or electronic
communication is transmitted, provided, however, that such information shall not include the
contents of any communication…”29 In layman terms, these devices are able to track the
numbers dialed on a phone and the addressing information, or the location of a call. Since the
beginning of wiretapping procedures, there has been a distinction between spying on the location
and origin of a call, and the content of a phone conversation. Pen registers and trap and trace
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devices are said to only locate a call and the number dialed, not be used to disclose the content of
conversations.
Section 214 of the USA PATRIOT Act expands the limits and rationales of the use of
obtaining pen register/trap and trace warrants, setting a dangerous precedent of excessive
governmental overreach into the protection of privacy. In the past, under FISA, to apply for
these types of warrant, intelligence agencies had to prove that its intent was to surveil for the
purpose of foreign intelligence, and that any information that they gathered was not intended to
be used to bring someone to trial.30 However, the USA PATRIOT Act expanded this
justification for the issuance of these types of warrants; rather than being required to prove such
wiretaps were to be used for the collection of foreign intelligence, now intelligence agencies
must only demonstrate that there is a “significant purpose” for their use, thus lowering the bar
and broadening the ability to receive such a warrant.31
On top of this broadening of justification for pen registers and trap and trace (PR/TT)
wiretaps, the nature of the warrants themselves has changed. Under the provisions of the USA
PATRIOT Act, the PR/TT warrants issued by magistrates are valid nationwide, and not just
within that specific magistrate’s jurisdiction.32 This broad expansion of the warrants has
effectively diminished the specificity of issuing and executing a warrant as interpreted by the
Fourth Amendment. By narrowing the oversight of the judiciary, lawmakers have granted the
intelligence community a larger geographic scope to conduct intelligence gathering operations
while simultaneously lowering the bar to obtain the warrants in the first place.

30
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A second way in which the USA PATRIOT Act has changed and broadened the nature of
the warrants themselves is by now making PR/TT devices applicable to internet searches. As
mentioned above, the PR/TT wiretaps are only meant to disclose the addressing information of
whatever device it is attached to. So now that these wiretaps are being used by the intelligence
community on websites, such agencies are able to read email headers, search histories, and
preferred searches.33 The privacy argument against such practices is that these characteristics of
internet uses are much more than just addressing information. Personalized searches are relevant
to specific people and say more about the user than simple locations could. The same is true
with email headers. Such headers not only include to whom the email is being sent, but it also
includes the subject line, which is a summary or the theme of the body context below. Naturally,
these loosened justifications and procedures are cause for concern. The judiciary has virtually
removed itself from the process of issuing PR/TT wiretap warrants and the process of reviewing
the extent to which those warrants apply to American citizens, who may have no idea that they
are being surveilled by the federal government.
When looking at the arguments in favor of the provisions for PR/TT wiretaps and
warrants that issue them embedded in the USA PATRIOT Act, the government claims that such
intelligence procedures are specifically not directed toward those actions taken by Americans
that are protected under the First Amendment.34 However, there is no discussion within the law
itself as to what actions in the telecommunications sphere, such as sending emails and searching
the internet, are considered protected under the First Amendment. Therefore, the intelligence
agencies are able to draw weak and broad connections to the need for surveillance and what they
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are actually surveilling using PR/TT wiretaps. Furthermore, the government uses the argument
that in the Supreme Court case Smith v. Maryland (1979), the Court ruled that,
“The use of pen registers does not constitute a ‘search’ within the meaning of the Fourth
Amendment. As such, the Constitution does not require that law enforcement obtain court
approval before installing a pen register. This is so because ‘a person has no legitimate
expectation of privacy in information he voluntarily turns over to third parties…’"35
Granted this support for the government’s case is more compelling than some of its other
supports. However, when reviewing this reference, one must keep in mind that this case was
decided before the internet was used in mass by Americans. Therefore, as discussed above with
the expansion of uses for the PR/TT wiretaps, intelligence agencies and investigation entities
have been given more access to Americans’ personal lives in the present age of the internet than
was previously envisioned when this Court case was decided. Perhaps now that many
Americans do their shopping, banking, communicating, and researching online, the Court would
see the need to shore up this broad use of PR/TT wiretaps and warrants. Sadly, such a call to
revisit the issue was overshadowed by the need for security given the events of 9/11.
However, once again, the American people are forced to choose between the two
fundamental rights of life (security) and liberty (privacy). With this precedent of a distanced
judiciary and expansive wiretapping practices by law enforcement and federal intelligence
agencies, it is hard to image any practical reversion to internet privacy. Because the standard for
what information is considered relevant in the investigation of illegal activities, including
terrorism, has been lowered due to Section 214 of the USA PATRIOT Act, then Americans must
now live with the understanding that their actions on the internet could very well be being
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monitored by authorities. The internet is a staple in most American lives nowadays. How
should Americans feel about their privacy being invaded when they use this tool? Should the
protections of the Fourth Amendment not include those actions that we spend a large amount of
our time on, such as sending and receiving emails, searching the internet, and making phone
calls? The use of the internet is necessary in the globalized world we currently live in, so
knowing that our privacy is potentially at risk by our own government should give us pause
because we are bending the values of our right to privacy in a way that degrades the intent of it.
Just because the world-wide web exists, should we surrender our fundamental right to privacy?
Regardless of how one answers that question, the fact is that it has already been done because of
the passage of this law. Never has this fact been more real than when Section 215 of the USA
PATRIOT ACT became law, and the floodgates of domestic surveillance secrets were blown
open wide.
Telephony Metadata Collection – Section 215
“I can't in good conscience allow the U.S. government to destroy privacy, internet
freedom and basic liberties for people around the world with this massive surveillance
machine they're secretly building…Even if you’re not doing anything wrong, you are being
watched and recorded.” – Edward Snowden36
Arguably, the most controversial section included in the USA PATRIOT Act is Section
215. Section 215, or the “Business Records” section of the law, was an amendment to Section
501 of the FISA Act, where the federal government was given license to collect tangible items,
including business records, that may be linked to an investigation involving foreign
intelligence.37 Under this Section, it is prohibited to collect such information to gather
intelligence regarding U.S. citizens, unless such action can be linked to the broader need for

36

“Edward Snowden Quotes.” BrainyQuote, Xplore
Mann, Scott F. “Fact Sheet: Section 215 of the USA PATRIOT Act.”

37

Hennigan 21
national security. However, the controversy comes in with the National Security Agency’s
(NSA) programs of telecommunication metadata collecting.
Telephony metadata is defined by the Center for Strategic and International Studies as,
“The mass collection of basic call-log information, from telecommunications companies. This
includes the date, time, and duration of calls to and from all phone numbers.”38 Critics of this
process have raised the alarm bells because they view this action as a virtual dragnet upon the
phone and internet information of U.S. citizens due to what can be considered incidental spying.
The way it works is that as the NSA begins an operation to collect intelligence of a
foreign nature, such intelligence can lead back to citizens of the U.S., either intentionally or
unintentionally. The trail works itself out because as a U.S. intelligence agency like the NSA
conducts wiretapping procedures and acquires phone records or internet search histories of
foreign persons of interest, they can use any other outside contacts that that person of interest
might have had as another potential informant. So, what started as the investigation of one
person of interest grows at an exponential rate to other people the NSA investigates. Eventually,
this constant action of delving into peoples’ records to potentially gather intelligence makes its
way to including U.S. citizens in the mix. This fact came out in full swing in late 2005 and early
2006 when The New York Times published an article detailing how then-President Bush allowed
the NSA to collect phone data on U.S. citizens without warrants: “Since 2002, the agency has
been conducting some warrantless eavesdropping on people in the United States who are linked,
even if indirectly, to suspected terrorists through the chain of phone numbers and e-mail
addresses, according to several officials who know of the operation.”39 Furthermore, in the
middle of 2013, The Guardian obtained a copy of an Obama Administration order that showed
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how the collection of U.S. citizens’ phone data had been increased and continued under the
Obama presidency: “The document shows for the first time that under the Obama administration
the communication records of millions of US citizens are being collected indiscriminately and in
bulk – regardless of whether they are suspected of any wrongdoing.”40
The situation of privacy of the American people only got worse when in June 2013, an
ex-CIA and ex-NSA agent named Edward Snowden illegally released government secrets of how
the U.S. intelligence community was gathering information on both foreign and domestic
entities. Several of the programs were fraught with privacy violations. Snowden was the agent
who truly showed the American public and the world how the gathering and use of telephony
metadata was being accomplished. He disclosed programs such as PRISM, which according to
The Washington Post is a, “system the NSA uses to gain access to the private communications of
users of nine popular Internet services…”41 Snowden also disclosed a Bush-era surveillance
program called Stellar Wind which, according to Business Insider, allows for the vast collection
of Americans’ email and internet metadata.42 However, possibly his most impactful disclosure
to date was the release of a governmental surveillance program called Boundless Informant,
which is the telecommunications dragnet process that creates a spying network as explained
above. Furthermore, this program uses a global heat-map to show the NSA where their
intelligence coverage is coming from.43 According to The Guardian, to create this massive
spying network of metadata, the NSA was allowed to spy within three groups: the friends of the
individual person of interest, then to the friends of those friends, and finally to the friends of
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those friends.44 To accomplish this task, the NSA would search phone records, emails, and
social media posts of all three of these levels; say the person of interest had just a single friend
on Facebook, by the time the NSA gets to the third tear, they will be investigating 26,634 people,
some of whom are U.S. citizens.45 Again from The Guardian, “The Boundless Informant
documents show the [NSA] collecting almost 3 billion pieces of intelligence from US computer
networks over a 30-day period ending in March 2013.”46
This massive apparatus of the U.S. intelligence community’s programs for the collection
of telecommunications data, both of a foreign and domestic nature, was sanctioned for by the
passing of the USA PATRIOT Act in October 2001. It was this law, which set the precedent for
intrusive surveillance at the expense of privacy, that brought America into the current security
versus privacy debate that it is in now. Once the existence of programs like PRISM, Stellar
Wind, and Boundless Informant were made known to the worldwide public, the U.S. went on the
defensive. U.S. citizens knew immediately that their government had not be forthright with
them, and the idea of privacy that they had believed they possessed, was shattered in an instant.
To help restore confidence in their government, the Obama Administration acted to respond to
the cries for reform. Rather than attempt to defend Section 215 of the USA PATRIOT Act, the
Obama Administration decided it was best to start fresh with a new law called the USA
FREEDOM Act. The question that remains yet to be answered is, are the Obama-era revisions
enough to truly restore the sanctity of privacy once endeared by millions of Americans?
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End of the Controversy? – USA FREEDOM Act
“…I have called for reforms that better safeguard the privacy and civil liberties of
the American people while ensuring our national security…” – Barack Obama47
When Edward Snowden released government secrets as to how the U.S. intelligence
community was spying on people, including citizens of the United States, there were immediate
calls to have the U.S. government step up to the plate, admit its use of these invasive and
unprecedented tactics, and reform its ways. Calls for the reinstatement of privacy were coming
both from within the U.S. and from allies without. In fact, “in 2015 the United States of Appeals
for the Second Circuit found [that] Section 215 of the Patriot Act could not be used to validate
the bulk collection of Americans’ phone records.”48 The Obama Administration heeded these
demands but amending the USA PATRIOT Act.
On June 2, 2015, Barack Obama signed into law the USA FREEDOM Act, standing for
Uniting and Strengthening America by Fulfilling Rights and Ending Eavesdropping, Dragnetcollection and Online Monitoring Act.49 This law sought to amend the more controversial
provisions of the USA PATRIOT Act, specifically Section 215. For all intents and purposes, this
law banned the bulk collection of data (metadata) through programs like PRISM, it narrowed the
government’s ability to collect only data that is, “to the greatest extent reasonably practical,” it
limited the tripartite circles of interest for spying from three hops to two (friends of friends), it
allows for private companies to disclose FISA orders it receives, it declassifies important FISA
Court opinions, it puts an amicus curiae panel on the FISA Court, and it extends the expiration
of some of the other less controversial USA PATRIOT Act provisions to December 2019.50
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Arguably, this is a step in the right direction for those who champion the rights of
telecommunications privacy. At the time of the passage of this law, the Obama Administration
touted the Act’s ability to truly equip the U.S. intelligence community with the tools it needs to
keep America safe, while simultaneously defending American’s right to privacy like the USA
PATRIOT Act claimed it would in 2001. However, some critics still think that the federal
government passed up on an opportunity to take decisive action and stand up for the privacy
rights of Americans by choosing a form of a middle ground that made mediocre attempts at
righting the past privacy wrongs allowed for by the USA PATRIOT Act. In fact, History.com
says, “Despite the act’s efforts to protect civil liberties, its critics believe it doesn’t go far
enough. The benefits of the Patriot Act and the USA Freedom Act to national security will
undoubtedly continue to be weighed against the potential intrusion on Americans’ privacy and
their civil rights.”51
If the process of the passage of the USA FREEDOM Act is any indication, it seems that
no matter what government revisions are made in the context of security and privacy in the realm
of telecommunications, America will never again know the privacy of a pre-9/11 world. It does
seem that this Obama Administration law is a step toward restoring this privacy, but even with
its revisionist efforts, the makers of the law admitted through what they kept in the law that such
a pre-9/11 privacy will never exist again. For instance, even the USA FREEDOM Act allows for
the, “limited use of bulk data collecting under Section 215 [of the USA PATRIOT Act] in an
emergency.”52 The danger in this dormant provision is that who is to say what constitutes an
emergency? It is this ingrained fear in Americans caused by 9/11 that will almost ensure that
telecommunications privacy will never be the full, robust liberty that it once was. Whether that
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is cause for concern, is up to the reader of this paper. However, the point of this paper is to show
that the intelligence apparatus of the U.S. government and the precedent of surrendering privacy
for the sake of security in efforts such as telephony metadata collecting, have been created under
the institution of the USA PATRIOT Act, and as such, the death of telecommunications privacy
has been ushered into the United States.

Biblical and Ethical Arguments
Obviously, this issue of the loss of telecommunications privacy due to warrantless
searches and invasive secret government programs ushered in by the USA PATRIOT Act is
fraught with political arguments for each side. Some say that in this new age of technology and
warfare, a lessening of privacy rights should be expected, and if it is a sacrifice that must be
made in order to prevent another terrorist attack like 9/11, then it is worth that sacrifice. Others,
like the position of this paper, argue that they know the balance of privacy and security will
always favor one side over the other in particular circumstances. However, they recognize that
when America’s needs for immediate security due to a national emergency have run their course,
then the balance should once again favor privacy, since it has been enshrined as a fundamental
right in our Constitution.
The fact is, that with the passage of the USA PATRIOT Act security was much more
heavily favored at the expense of privacy. Even with the revision of the USA FREEDOM Act,
that perpetual balance was not restored because the intelligence and legal precedent has been set
and is still present in the new law. This brings up an ethical question about how we are to be
governed, and how, from a Christian worldview, are citizens to relate to their government when
they know full well that their government could be/has been spying on them. To answer this
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question I will be looking at the two Bible verses Romans 13:1-5 and 1 Peter 2:13-17, as well as
the basics of John Locke’s Social Contract Theory.
Romans 13:1-5 says,
“Let everyone be subject to the governing authorities, for there is no authority except that
which God has established. The authorities that exist have been established by
God. 2 Consequently, whoever rebels against the authority is rebelling against what God
has instituted, and those who do so will bring judgment on themselves. 3 For rulers hold
no terror for those who do right, but for those who do wrong. Do you want to be free
from fear of the one in authority? Then do what is right and you will be
commended. 4 For the one in authority is God’s servant for your good. But if you do
wrong, be afraid, for rulers do not bear the sword for no reason. They are God’s servants,
agents of wrath to bring punishment on the wrongdoer. 5 Therefore, it is necessary to
submit to the authorities, not only because of possible punishment but also as a matter of
conscience.” 53
The author of this verse is Paul, and he is addressing these comments to Christians living in
Rome in the early part of the new A.D. timeline. However, these words still have significance
for Christians today because Christians believe the God’s Word (the Bible) is active in the world
to reveal truth about God. With that being said, to put it in the modern context for the
evangelical living in the U.S., we are clearly called to obey those in power over us (the
government) because, as Paul makes clear, God has chosen them to inhabit these seats of power
for His purposes. However, as is made clear in other parts of Scripture, when man’s law and
God’s Word collide, Christians are called to follow God’s law. Although, when God’s law and
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man’s law coincide, then Paul calls all people, especially Christians, to obey the law. Those who
rebel in such a circumstance are also rebelling against the Lord, and should fear punishment.
In the context of the government surveillance and privacy discussion of this paper, in this
verse Paul makes it clear that those who rebel, or break the law, from those in power should
expect punishment. Therefore, the U.S. government should be able to properly execute
surveillance of known suspects in regards to national security in order to build a case against
enemies to ensure punishment and justice. It is when such surveillance is performed against lawabiding U.S. citizens that separate courses of action need to be taken, since U.S. citizenship
comes with rights and freedoms. Such courses of action might include making the warrants
public and involving the judiciary more.
The reason there should be a difference between surveillance tactics of legitimate terrorist
suspects and law-abiding U.S. citizens, from a Christian perspective, is because Paul goes on to
say that if we as Christians obey the governing authorities when we should (when not in
contradiction to God’s Word), then we should have no fear of punishment and be secure in our
freedom. Interpreted broadly, this should mean that U.S. citizens, if they are law abiding, should
have no fear of invasive government programs that violate our privacy and store up metadata
about our lives. That means the NSA’s programs like Boundless Informant and the like that
cause fear of government brings up the ethical dilemma of correct, biblical governance.
Moving on the 1 Peter 2:13-17, which says,
“Submit yourselves for the Lord’s sake to every human authority: whether to the
emperor, as the supreme authority, 14 or to governors, who are sent by him to punish those
who do wrong and to commend those who do right. 15 For it is God’s will that by doing
good you should silence the ignorant talk of foolish people.16 Live as free people, but do

Hennigan 29
not use your freedom as a cover-up for evil; live as God’s slaves. 17 Show proper respect
to everyone, love the family of believers, fear God, honor the emperor.”54
From a Christian perspective, this verse once again highlights the need for Christians to submit
the governing authorities, and to the bureaucracies they create (interpreted from verse 14).
However, what is also equally clear is that God created mankind to live as free people. Yes, the
main emphasis of this freedom is of a spiritual nature, but it is also true that here on earth it is
within a free society and governance structure that the God-given image of man and his creative
capacity and free will, in whatever measure he may possess it, can express itself, often times for
the betterment of his fellow man. We were made to be free. This is incredibly difficult when the
fear of undisclosed government surveillance is taking place, often times targeting its own
citizens. Our rights and freedoms, which engender a sense of security in and of themselves, are
being swept away without the people's’ consent. The government should not be using the guise
of the protection of freedom to cover up its invasive procedures without the trust and
acknowledgment of the people.
Speaking of consent, trust, and acknowledgement of the people, we now turn to John
Locke’s Social Contract Theory in our ethical discussion. This theory, though pioneered by
Thomas Hobbes, is more famously espoused in Locke’s Second Treatise of Government, in
which he tells his audience how government first formed in the world and why. The main point
Locke harps on is that before government, man lived in the state of nature, where it was often kill
or be killed. Due to the acquisition of property and the chaos that ensued from this state of
nature, Locke argues man began to perceive the need for a civilized society, with boundaries
(laws) to stop, control, and prevent the violence of mankind. This civilized society would take
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on the form of government that operated with authority. Locke points out that in order to form
this type of structure, two things needed to happen: 1.) the people under the authority of the
government had to consent to that government 2.) consent meant to surrender some rights in
favor of security. If and when the government overstepped its original purpose and lost the
consent of the people, then the people had the right to overthrow the government and begin
again, hence the term contract to describe his theory.55
At the time of the founding of America, Lockean principles helped to define the
American War for Independence and why it was being fought. Later, due to the outcome of that
war, those principles were enshrined in the founding and governing documents of the United
States, such as the Constitution. Bringing this theory in the argument of the balance between
privacy and security, Locke’s theory makes clear that protection of citizens is one of
government’s most important functions, and to accomplish this, some liberties must be
surrendered for the sake of security. However, his theory also makes clear that in this contract
setting, the citizens of said government are to know what liberties they are surrendering when, to
whom, and why. This is where the debate begins. How can U.S. citizens knowingly surrender
their right to privacy in favor of security if they are not made aware that their privacy could be in
danger from secret government surveillance in the first place? The answer is that they cannot
and therefore they do not because they are not informed of the other half of the contract. This is
where the U.S. intelligence agencies and government begins to lose the trust of the people when
their secret operations are made public due to illegal leaks. This fact is why Barack Obama
signed into law the USA FREEDOM Act, which sought to make the dealings of FISA Court
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warrants and hearings more public and to scale back the Boundless Informant program, although
arguably not far enough.
In summation, the Bible tells Christians to obey governing authorities, as they are used by
God to carry out good intended purposes of rewarding good and punishing evil. However, this
obedience is presupposed on the principle of the government being straightforward: if you break
the law, you will be punished, but if you keep it there is no need to fear. From a more
philosophical side, the Lockean Social Contract Theory, which runs deep in American history,
makes it clear that the American people have a right to know when their rights are being
surrendered, even if it is on their behalf by representatives. The passage of the USA PATRIOT
Act, and its revised version the USA FREEDOM Act violate these presuppositions and
philosophical theories by still making provision for secret invasive government abuse of U.S.
citizens’ privacy rights.

Conclusion
In reality, the balance between privacy and security will continue to shift based on world
events for the rest of the existence of Western democracy. The passage of the USA PATRIOT
Act ushered in the death of true, lasting telecommunications privacy in a way that violates the
very fundamental and foundational identity of what it means to be American. Privacy and
personal choice has been enshrined in American democracy from day one, but now it is being
eroded, with the inability to fully recover, at least in the realm of telecommunications. The laws
may have changed and procedures may have shaken up, but the intelligence infrastructure and
legal precedent of Sections 213’s warrants, 214’s wiretaps, and 215’s metadata dragnetting of the
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USA PATRIOT Act still breathe life. It only takes another 9/11 and these anti-privacy
monstrosities will be back to rear their ugly heads, all in the name of national security.
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